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Introduction	  
	  

The	  new	  ESF	  8	  applications	  can	  contain	  information	  on	  two	  “entities”:	  

1. A	  “Person”	  
a. 	  This	  is	  really	  a	  contact.	  It	  is	  someone	  that	  may	  need	  to	  receive	  messages	  from	  ESF	  8	  or	  

other	  hospital	  
b. Persons	  do	  not	  have	  to	  be	  system	  users	  with	  log-‐in	  accounts.	  

2. A	  “User”	  
a. These	  are	  “persons”	  that	  need	  to	  access	  one	  or	  more	  of	  the	  ESF	  8	  systems.	  
b. A	  “User”	  must	  exist	  as	  a	  “Person”	  before	  you	  can	  create	  an	  account	  for	  them.	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

This	  document	  will	  show	  you	  step-‐by-‐step	  how	  to	  create	  both	  a	  Person	  and	  a	  User.
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Creating	  a	  New	  Person	  
	  

1. Enter	  the	  Security	  Management	  module	  after	  logging	  into	  the	  Portal:	  

	  

	  

	  

	  

	  

	  

	  

	  

2. Once	  in	  the	  Security	  Management	  module,	  search	  for	  the	  person	  to	  avoid	  any	  duplicates:	  
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3. 	  Once	  you	  have	  determined	  that	  the	  person	  does	  not	  exist	  in	  the	  Security	  system,	  click	  “Add	  
New”	  to	  enter	  a	  new	  person:	  

	  

a. Note	  that	  you	  can	  give	  a	  person	  multiple	  “Positions”	  or	  job	  titles.	  This	  has	  implications	  
for	  the	  contact	  information	  that	  is	  displayed	  in	  pop-‐ups	  in	  the	  Resource	  Management	  
module.	  
	  
Every	  hospital	  should	  have	  a	  minimum	  number	  of	  people	  and	  positions	  defined	  in	  the	  
Security	  Module.	  This	  allows	  the	  easy	  creation	  of	  Notification	  Groups	  for	  emergency	  
messages	  and	  gives	  the	  Hospital	  DRCs	  and	  you	  more	  control	  over	  who	  gets	  notified	  of	  
different	  events	  in	  your	  facility.	  Here’s	  what	  we	  suggest:	  

	  
• Every	  hospital	  should	  have	  persons	  with	  the	  following	  minimum	  Positions	  defined	  

for	  their	  staff	  in	  the	  Security	  Module:	  
o CEO	  
o Emergency	  Preparedness	  Coordinator	  
o Facility	  Point	  of	  Contact	  
o LERN	  Point	  of	  Contact	  (for	  Tier	  1	  hospitals)	  
o LERN	  Referral	  Coordinator	  (for	  Tier	  1	  hospitals)	  
o Director	  of	  Nursing	  and/or	  Chief	  Nursing	  Officer	  (even	  if	  these	  are	  not	  quite	  

the	  position	  names	  in	  your	  facility)	  
o House	  Supervisor	  
o ED	  Nurse	  Director	  
o Director	  of	  Plant	  Operations	  
o ED	  Communication	  Desk	  
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• It	  is	  possible	  to	  give	  a	  person	  multiple	  titles.	  	  
o You	  can	  also	  give	  multiple	  people	  the	  same	  title	  
o You	  can	  create	  position-‐based	  “persons”	  and	  give	  them	  these	  titles	  

	  
• For	  “position-‐based”	  persons	  such	  as	  “House	  Supervisor”	  or	  “ED	  Communication	  

Desk”,	  you	  can	  assign	  non-‐working	  telephone	  numbers	  and	  email	  addresses	  if	  none	  
exist	  for	  these	  positions.	  Again,	  the	  purpose	  is	  to	  give	  everyone	  the	  ability	  to	  target	  
emergency	  messages	  to	  those	  that	  need	  to	  know	  in	  your	  facility.	  	  

	  
When	  you	  create	  a	  “position-‐based”	  person,	  DO	  NOT	  put	  “generic”	  in	  the	  last	  name	  field.	  
Persons	  with	  “generic”	  in	  the	  last	  name	  field	  (like	  the	  generic	  hospital	  accounts)	  do	  not	  appear	  
in	  searches.	  We	  suggest	  using	  the	  name	  of	  the	  facility	  in	  the	  last	  name	  field.	  
	  

4. When	  you	  click	  “Pick”,	  simply	  click	  on	  Search.	  Only	  the	  facilities	  to	  which	  you	  are	  associated	  will	  
appear.	  Click	  the	  box	  next	  to	  your	  facility	  name	  in	  the	  pop-‐up,	  and	  click	  “Pick”.	  
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5. Please	  note	  that	  you	  can	  associate	  a	  person	  with	  multiple	  facilities.	  This	  example	  uses	  an	  
organization	  with	  multiple	  campuses.	  After	  clicking	  “Search”,	  you	  can	  see	  the	  facilities	  to	  which	  
the	  Facility	  Admin	  is	  associated.	  This	  should	  be	  noted	  when	  requesting	  a	  Facility	  Point	  of	  Contact	  
account.	  While	  each	  facility	  can	  have	  a	  Facility	  Point	  of	  Contact,	  we	  can	  associate	  that	  person:	  
with	  other	  facilities	  in	  a	  distributed	  organization:	  

	  

a. 	  To	  reiterate,	  if	  you	  are	  Facility	  Point	  of	  Contact	  in	  a	  larger	  system	  with	  multiple	  
campuses,	  please	  indicate	  that	  in	  your	  request	  for	  an	  account.	  We	  can	  then	  associate	  
you	  with	  those	  facilities.	  If	  you	  would	  like	  each	  facility	  to	  have	  its	  own	  Point	  of	  Contact,	  
we	  can	  associate	  the	  entire	  group	  with	  all	  or	  some	  of	  the	  facilities	  in	  your	  organization.	  
Please	  be	  clear	  when	  requesting	  a	  Facility	  Point	  of	  Contact	  account.	   	  
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6. Once	  you	  have	  associated	  the	  person	  with	  a	  facility	  (or	  facilities),	  you	  can	  click	  Save	  and	  then	  
Finish.	  

	  

	  

7. Your	  new	  person	  will	  now	  appear	  in	  your	  facility	  list:	  
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8. You	  can	  now	  add	  additional	  information	  such	  as	  phone	  numbers	  and	  email	  addresses	  by	  
highlighting	  the	  new	  person’s	  name	  and	  clicking	  “Personal	  Information”:	  

	  

9. Each	  section	  (Addresses,	  Phones,	  and	  Emails)	  has	  an	  Add,	  Edit	  and	  Remove	  button.	  You	  can	  add	  
an	  unlimited	  number	  of	  items	  in	  each	  section.	  
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10. When	  you	  click	  Add,	  Edit	  or	  Remove,	  a	  box	  will	  pop-‐up	  prompting	  you	  for	  the	  appropriate	  
action:	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

11. Once	  you	  have	  edited	  or	  created	  any	  personal	  information,	  you	  are	  finished	  with	  this	  process.	  
Note	  that	  this	  personal	  information	  can	  be	  edited	  by	  the	  person	  (if	  you	  create	  them	  as	  a	  user)	  
when	  they	  login	  to	  the	  Security	  Portal	  by	  clicking	  on	  the	  “My	  Profile”	  tab.	  
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Creating	  a	  New	  User	  
	  

1. Once	  the	  new	  person	  is	  completed,	  you	  can	  now	  create	  a	  User	  Account	  for	  that	  person	  by	  
clicking	  on	  the	  User	  link:	  

	  

	  

	  

	  

	  

	  

	  

	  

a. By	  default,	  all	  persons	  in	  your	  facility	  will	  appear	  in	  the	  list.	  To	  create	  a	  User	  Account	  for	  
John	  Smith,	  click	  on	  his	  name,	  look	  to	  the	  right	  and	  click	  Public	  Accounts:	  
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2. When	  you	  click	  on	  “Public	  Accounts”,	  the	  following	  page	  will	  appear:	  

	  

	  

	  

	  

	  

	  

	  

3. When	  you	  click	  “Add”,	  the	  following	  window	  will	  appear.	  Complete	  the	  fields	  as	  directed:	  

	  
The	  steps	  are	  as	  illustrated:	  

a. Enter	  the	  user	  name	  and	  password	  	  
i. We	  recommend	  the	  following	  procedure	  for	  user	  names:	  use	  the	  first	  part	  of	  

the	  email	  address.	  For	  example,	  with	  henry.yennie@la.gov,	  use	  henry.yennie	  as	  
the	  user	  name.	  This	  helps	  the	  user	  easily	  remember.	  

b. Select	  three	  security	  questions	  and	  put	  in	  dummy	  answers	  
c. Select	  “Basic”	  as	  the	  Account	  Policy	  
d. Click	  Save.	   	  
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4. When	  completed,	  you	  will	  get	  a	  confirmation	  message	  that	  the	  account	  was	  created	  
successfully:	  

	  

	  

	  

	  

	  

	  

5. Click	  “OK”,	  and	  return	  to	  the	  main	  user	  screen.	  You	  will	  see	  the	  account	  user	  name	  displayed.	  
You	  can	  now	  assign	  this	  user	  to	  the	  applications	  you	  want	  him	  or	  her	  to	  access.	  Click	  on	  the	  
“Applications	  and	  Roles”	  link	  in	  the	  left	  column.	  
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6. When	  you	  click	  the	  “Applications	  and	  Roles”	  link,	  the	  following	  screen	  will	  appear.	  It	  will	  be	  
blank.	  To	  begin,	  click	  the	  Associate	  button.	  

	  

	  

	  

	  

	  

	  

7. When	  the	  “Add	  Applications”	  window	  appears,	  simply	  click	  “Search”:	  

	  

	  

	  

	  

	  

	  

8. After	  clicking	  “Search”	  the	  available	  applications	  will	  appear	  in	  a	  list:	  
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9. Select	  each	  application	  you	  want	  the	  user	  to	  access,	  and	  assign	  the	  proper	  role:	  

	  

	  

	  

	  

	  

	  

	  

	  

a. Roles	  are	  detailed	  in	  Attachment	  1.	  
10. When	  you	  have	  completed	  assigning	  applications	  and	  roles,	  click	  “Add”	  to	  complete	  the	  process:	  
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11. Once	  you	  have	  added	  the	  applications	  to	  the	  user,	  you	  will	  get	  a	  confirmation	  message.	  Click	  
“OK”	  to	  proceed:	  

	  

	  

	  

	  

	  

	  

	  

	  

12. Click	  “Finish”	  to	  complete	  the	  process:	  
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13. You	  will	  be	  brought	  back	  to	  the	  User	  dashboard,	  displaying	  all	  users	  in	  your	  facility:	  

	  

14. If	  changes	  are	  needed,	  you	  can	  locate	  the	  user	  and	  double-‐click	  to	  edit,	  or	  highlight	  the	  user	  and	  
select	  the	  appropriate	  link	  at	  the	  right.	  For	  example,	  if	  you	  want	  to	  grant	  a	  user	  access	  to	  
another	  application	  or	  change	  their	  role,	  click	  “Applications	  and	  Roles”.	  From	  there,	  you	  can	  edit	  
each	  application	  and	  /or	  add	  a	  new	  one.	  
	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

This	  completes	  the	  processes	  of	  adding	  a	  person	  and	  adding	  a	  user.	  Questions	  or	  comments	  can	  be	  sent	  
to	  Henry	  Yennie	  at	  henry.yennie@la.gov.	  
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Attachment	  1:	  Roles	  and	  Permissions	  for	  Use	  by	  Facility	  Points	  of	  Contact	  
	  

Roles	  
Resource	  Management:	  ESF	  8/ED	   	  	   Resource	  Management:	  LERN	  

Update	  Status	   Read	  Only	   Create	  
Views	  

Generate	  
Report	  

	  	  

Update	  
Status	   Read	  Only	   Create	  

Views	  
Generate	  
Report	  

Facility	  Update	   Associated	  facility	  
or	  facilities	  

Facilities	  in	  Associated	  
Region	  (Can	  see	  all	  
regions	  in	  which	  an	  
organization	  has	  a	  

campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

	  	  

Associated	  
Facility	  or	  
Facilities	  

Facilities	  in	  Associated	  Region	  
(Can	  see	  all	  regions	  in	  which	  
an	  organization	  has	  a	  campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

Facility	  Read-‐Only	   No	  

Facilities	  in	  Associated	  
Region	  (Can	  see	  all	  
regions	  in	  which	  an	  
organization	  has	  a	  

campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

	  	   No	  
Facilities	  in	  Associated	  Region	  
(Can	  see	  all	  regions	  in	  which	  
an	  organization	  has	  a	  campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

Facility	  Admin	   Yes..	  

Facilities	  in	  Associated	  
Region	  (Can	  see	  all	  
regions	  in	  which	  an	  
organization	  has	  a	  

campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

	  	   Yes	  
Facilities	  in	  Associated	  Region	  
(Can	  see	  all	  regions	  in	  which	  
an	  organization	  has	  a	  campus)	  

No	  
Associated	  
facility	  or	  
facilities	  

	  

Note	  that	  DRCs	  can	  see	  a	  few	  more	  roles	  and	  permissions.	  This	  will	  be	  covered	  in	  a	  separate	  document.	  

In	  Security	  Management,	  the	  Facility	  Admin	  can	  also	  create	  persons	  and	  users	  for	  their	  facility	  or	  facilities.	  However,	  they	  cannot	  see	  or	  modify	  
their	  own	  account.	  

In	  the	  Survey	  application,	  the	  roles	  include	  a	  Survey	  Admin	  (can	  create	  surveys)	  and	  a	  Survey	  User	  (can	  respond	  to	  surveys).	  You	  can	  use	  the	  
Survey	  User	  function	  to	  distribute	  sections	  of	  surveys	  out	  to	  different	  staff	  in	  your	  facility.	  
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